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Overview

This semester I continued my internship from the last semester at the company formerly known as RFID Complete, which has now evolved as it entered a wider area of activity, and became a technology-based service provider called Intertiviti. Their main scope of research still remains the improvement and simplification of inventory management, and integration of new technology solutions into their clients’ existing technology. 

This semester my previous project was finally given a more concrete shape and a clear direction. The company is stepping into a new area of service, with plans towards being able to provide secure data storage and authentication of remote clients against the Active Directory. This is a significant change that became the key for my project. Previously my SQL database control project had to authenticate against SQL. This time, it had to bypass it and authenticate user credentials against the Active Directory domain.
Project

This semester I already knew my purpose and area of research, so there was no confusion about what I should do, and I spent all my time building onto my existing database interface. Integrating SQL database logic, visual interface, and Active Directory authentication has become my new assignment, sending me once again as a pioneer to study the implementation details of Intertiviti’s strategic IT objective: to construct a secure, reliable, flexible, manageable, and appropriate operating environment to support the company’s mission and ensure usability and quality for staff, clients and partners.
To successfully meet current corporate requirements as well as long term goals based on an internal product development model, a number of key principles had to be followed as outlined by my supervisor. 

Ensure IT Security: All IT processes and systems will use simple, standard based security as a top priority. Security management is centralized using Microsoft Active Directory (AD).

Use Common Solutions: IT solutions will be selected to simplify usability, management, and integration efforts. Duplicative and redundant solutions will be eliminated. Intertiviti will use outsourced services for commodity IT services where possible, and a mix of Open Source systems (OSS) and Microsoft server, SQL, desktop and web technologies.

Apply Enterprise Architectures: All IT decisions will be made in the context of an initial Enterprise Architecture based on Dell servers, VMware server virtualization, MS Windows Server 2003 R2, AD, IIS, SQL Server 2005, Visual Studio 2005, and Windows XP desktops.

Due to the company’s management policy, without revealing particular details on the clientele or a larger scale picture to me as a developer, my supervisor explained to me what is expected of me to achieve. Together we constructed a plan for me to work of, as outlined in the Diagram 1 below. As shown on the sketch, it was an important task to determine if the data is sent in clear test or encrypted over the Internet when the system is built, and if it is not encrypted, find a way to do so.
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Diagram 1. Project design model.
Experience

This semester was more about expanding my current skills rather than gaining them for the first time. I already knew the process of how things get done and with what planning, had a good idea for the work environment. One thing that stood in my way heavily was a lack of my own dedicated computer to work on, making me have to save my work and constantly copy it from one storage to another, installing my required software packages on my colleague’s desktop computer and two laptops and thus making it necessary to maintain version numbers for my code files. 
My supervisor would sometimes take one or the other laptop with him out of town, so I had to use what hardware was available. Not having a dedicated work place was an important factor, because that often lead to me working at home on my personal machine, which I have always easy access to, but I do not have ASP.NET installed at home, so I could only test my code at the office.
Another factor that always stood in the way of quick development are automatic Microsoft updates that were installed periodically on the server, sometimes resetting permissions or changing other Active Directory settings that took time to find and troubleshoot.
As always, I separated the project into phases to make it easier to complete. The design was laid out for me, so I had to work out the specifics of the implementation. I decided to keep ASP.NET 2.0 as my programming language for the database control web front, as I had it already started from last semester, HTML and C# to authenticate against Active Directory (AD), and redirect between pages. The phase breakdown to make this project work ended up looking as follows:
1. Study Active Directory and configure it on the server on a dedicated virtual server.

a) Study the company’s enterprise network and estimate a good setup for AD.

b) Analyze the amount of Organizational Units required to provide services for staff and clients.

c) Get hands on experience with using the AD on a test server.

d) Setup a list of user accounts on the domain that are allowed access to the services.

2. Expand the database control functionality for the existing sample database.

a) Make sure that I am comfortable with programming a math function of any kind (nothing specific was requested, so I chose a simple comparison of price and value to the average value of the inventory items to single out the “more valuable” items)
b) Implement a category based search function.
c) Implement deletion and insertion into the base tables through the view, but protect against any malicious attempts to drop the entire table.

3. Create an outside shell for the database control web front.

a) Authenticate users via login name and password

b) Deny access to the control page in case of login failure

c) Make sure the interface is generic, possible other services to be added in the future.

4. Make sure that the authentication is done against Active Directory and is not dependant on the login permissions specified in SQL Server and that it is done securely.

Phase 1. Active Directory
This phase took approximately five weeks and consisted mostly of research and planning, as I familiarized myself with the details of the network:

Enterprise Network 
a. Network connectivity
i. HQ is connected to both ACS and Clearwire.
ii. ACS will likely be the long term sole connectivity provider.
b. Remote Access
i. Limited external access exists to corporate IT services. The requirement for remote access to accounting databases has been deferred indefinitely. 
ii. SSL VPNs authenticated by AD is a preferred remote access platform. Some form of terminal services is likely to be evaluated in the mid-term.
c. Server Platform
i. Dell, VMware, Windows Server 2003 R2 (Standard), SQL Server 2005 Express.
d. Authentication

i. Intertiviti has implemented a single forest, single domain AD.

ii. Using this platform, customers will authenticate using a separate forest / domain.
e. Email Server Consolidation
i. All email service is migrating to Network Solutions
To get an understanding of Active Directory I was given an 800 page word document to look through containing a detailed Active Directory Manual. The chapter of most interest was the one that walks through the setup process on the server. It was 40 pages long and contained step by step instructions and general information on the best strategies to setup and configure AD. The picture below summarizes the process very briefly without getting into the step by step details of the installation process.
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Table 1. Information to Install Active Directory on the First Forest Root Domain Controller

	Wizard Page or Dialog Box
	Action
	

	Domain Controller Type
	Select Domain controller for a new domain
	

	Create New Domain
	Select Domain in a new forest
	

	New Domain Name
	Type the full DNS name of the domain.
	

	NetBIOS Domain Name
	Confirm or type the NetBIOS name.
	

	Database and Log Folders
	Type the folder locations specified by your design.
	

	Shared System Volume
	Confirm or type the location specified by your design.
	

	DNS Registration Diagnostics
	For organizations with an existing DNS infrastructure, a message will indicate that the wizard cannot contact the DNS server with which this DC will be registered. This is because the pre-created delegation record points to the local computer and DNS has not been installed on the domain controller at this point.

Select Install and configure the DNS server on this computer and set this computer to use this DNS server as its preferred DNS server.
	

	Permissions
	Select the security level specified by your design:

· Permissions compatible with pre-Windows 2000 server operating systems

· Permissions compatible only with Windows 2000 or Windows Server 2003 operating systems
	

	Directory Service Restore Mode Administration Password
	In the Password and Confirm password boxes, type any strong password.
	


To help setup Active Directory for the first time and provide the staff with initial training, an outside AD specialist was invited, and he assisted us in making sure that AD is setup correctly according to our plan, first on the test server, then on one of the virtual production servers. After that we set up a list of user names and passwords for the company staff members.
(For instructor’s complete review, the excerpt of the AD manual that was used the most is attached to this document. File name: 09_CHAPTER_6_Deploying_the_Windows_Server_2003_Forest_Root_Domain.doc)

Phase 2. Programming.
From last semester I had a simple model database of arbitrary items and a program for the web interface written in HTML and C# that provided basic querying, update triggers and stored procedures. My previous specifications for the database control still held true. The program should be flexible enough to do more things than just pulling queries. It would be adjustable according to any specific desires of a client organization. If the user wishes to keep track of data alterations or monitor table access, it should be possible to trigger events based on location change, tagged item scheduling conflicts, tag assignments, displaying alerts if data values grow above or drop below a certain number. The task was to start developing a capable program and easy to use interface with this rationale in mind without being given any additional detail on its further application. At this time, however, just making sure I understand and can implement a math function and search functions was enough.

SQL Server 2005 Express was used as the database engine. The installation was a free distribution from the official website, and came with a special Express edition of the Management Studio. Unfortunately, we had to set it up again on all the computers I was working on, but this time around I already knew what to do, so the process went smoothly, even though SQL Server Management Studio Express has an interface more difficult to configure than its year 2000 predecessor, most of the difficulty coming from the security permissions and authentication. SQL Server Business Intelligence Development Studio was my database editor and programming interface used to add extra fields to the tables and create views composed of multiple tables.  
An Items table would contain all items in the inventory, and this time Price and Value fields were added to it to implement monitoring value decay. Person table would have a list of employees, Maintenance table would include events like items being out in the field or scheduled for maintenance, and History table – a special table which would always grow records, continuously, serving as a log of items being checked, moved, and removed from lists, for monitoring purposes.

For the Items table:

Item ID, Item name, Item type, Item serial number, Item model, Assigned (a person item is assigned to), Price (what the item was purchased for) Value (what the item is worth to us now, basically – a measure of value decay) .

For the Person table:
EmployeeNo, DateOfBirth, Gender, FirstName, LastName
For the Maintenance table:

ID, NextScheduled, EstimatedTimeOut

For the History table:
RecordID, Time, ItemID, Location, PersonID
Also, a view was created to return the result of a function query” 

SELECT    Item ID, Item name, Item type, Item serial number, Item model, Assigned, Price, Value

FROM         dbo.Item CROSS JOIN

                      dbo.Person

WHERE (Item.Assigned == Person.ID) AND (Item.Value <= AVG(Item.Price)) 
This view would display upon pressing the “Show Valuable Items” button.

Also, a search feature was programmed in C# and implemented as follows using parameters:

SqlParameter myParameterCri = new SqlParameter();

            myParameterCri.ParameterName = "@criteria";

            myParameterCri.SqlDbType = SqlDbType.NChar;

            myParameterCri.Value = SearchBox.Text;

            SqlParameter myParameterTable = new SqlParameter();

            myParameterTable.ParameterName = "@table";

            myParameterTable.SqlDbType = SqlDbType.NChar;

            myParameterTable.Value = DropDownList1.SelectedItem.Value;

            String category = SearchCategoryList.SelectedItem.Value;

            if (SearchCategoryList.Items.Contains(new 

ListItem(category)))

            {

                string CommandSearchString= "";

                if (category.Equals("All") )

                    CommandSearchString= "SELECT * FROM @table";

                else

                 CommandSearchString = "SELECT * FROM @table WHERE " + 

category +" = @criteria";

                SqlConnection myConnect = new 

SqlConnection(connectionString);

                SqlCommand searchCommand = new 

SqlCommand(CommandSearchString, myConnect);

                //setup sql commands

                // add parameter

                searchCommand.Parameters.Add(myParameterCri);

                try

                {

                    myConnect.Open();

                    SqlDataReader myReader =

                    searchCommand.ExecuteReader();

                    DataGrid1.DataSourceID = null;

                    DataGrid1.DataSource = myReader;

                    DataGrid1.DataBind();

                }

                finally

                {

                    myConnect.Close();

                }
The visual interface ended up looking as follows:
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The search by criteria function allows the user to display all existing items that have a matching criteria in any category that items have – either by ID, or by Type, Model, Serial, or by Assigned.

For example, if the user selected Type and typed in “Computer”, like this:
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The out put would be:

	Edit
	474809
	Computer 
	47474700
	Dell Optiplex 510 
	537917447
	1000
	1199.99

	Edit
	474810
	Computer 
	47474700
	Dell Optiplex 510 
	517359118
	800
	1100


The INSERT and DELETE interface was also given a more visually graceful solution, looking neater, and a major modification is currently in the works: instead of having buttons to the side of the data grid table, I want to make the data grid itself editable by clicking on the fields, so that it is possible to edit, update and delete data in just one click. However, this would be a bit tricky to do, since the conventional method for doing this would not work – my view consists of joint multiple tables, and deleting from such a view directly is impossible.
A solution is to link the delete button to the base tables, and then cascade update the view. Most of this I have already done; only the part which automatically generates Edit and Delete buttons in every new row of the data grid is left to make.
Phase 3. Programming the Active Directory authentication.
Third phase was difficult. It took a few weeks to figure out how to link SQL and Active Directory, and how to assign permissions for database control, and in the end I decided to implement a work around approach by restricting access to the control web page itself. Only the web front has to authenticate against AD and nothing else, and from there, upong successful login, the user would be redirected to a page with links to all services, which would lead them to the database control page.
The design I had in mind is outlined in the following sketch:
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The original plan of developing the web front which would interact with the SQL database, run action queries against it and allow control of the database (as well as generating events like pop-ups or, perhaps, sending email messages with notifications of table data change) now grew and changed shape to become a shell for authentication to the entire services web site, as long as all links to the services are in the protected place.
Currently the web pages, to which the user is redirected on successful login are not denied access, and still can be seen and used through URL in the browser, but this is just the test stage, and quite a way from production yet still. Before the project is put to live use all the restricted pages will be restricted. This is the company first attempt to create their own authentication website.

The code for Custom Forms Authentication setup has to be put into several places within your web page files. Internet was my main help source in that task, especially Google.
Pages Used: Default.aspx, LoginPage.aspx, Web.config. 

Web.config Overview:  The Web.config contains all the configuration settings for the Web application. 
Web.config code:

<?xml version="1.0"?><configuration>


<connectionStrings>



<add name="SIMItemTrackingConnectionString" connectionString="Data Source=DEV;Initial Catalog=SIMItemTracking;Integrated Security=True" providerName="System.Data.SqlClient"/>



<add name="SIMItemTrackingConnectionString2" connectionString="Data Source=vmanc03\sqlexpress;Initial Catalog=SIMItemTracking;Integrated Security=True" providerName="System.Data.SqlClient"/>



<add name="SIMItemTrackingConnectionString3" connectionString="Data Source=VMANC03\sqlexpress;Initial Catalog=SIMItemTracking;User ID=dev;Password=n3ws3w@rd" providerName="System.Data.SqlClient"/>


</connectionStrings>


<system.web>



<compilation defaultLanguage="c#" debug="true">




<compilers>





<compiler language="c#" type="Microsoft.CSharp.CSharpCodeProvider, System, Version=2.0.0.0, Culture=neutral, PublicKeyToken=B77A5C561934E089" extension=".cs" compilerOptions="/d:DEBUG;TRACE /d:DEBUG;TRACE"/></compilers>

<customErrors mode="Off"/>



<!--  AUTHENTICATION 

          This section sets the authentication policies of the application. Possible modes are "Windows", "Forms", "Passport" and "None". This is the part that had to be changed to make the Active Directory authentication work by taking data from the form
    -->



<authentication mode="Forms">

<forms name=".COOKIEDEMO" loginUrl="LoginPage.aspx" protection="All" timeout="30" path="/"/>



</authentication>



<authorization>




<deny users="?"/>



</authorization>



<!--  AUTHORIZATION 

    -->



<trace enabled="false" requestLimit="10" pageOutput="false" traceMode="SortByTime" localOnly="true"/>



<!--  SESSION STATE SETTINGS

          By default ASP.NET uses cookies to identify which requests belong to a particular session. 

          If cookies are not available, a session can be tracked by adding a session identifier to the URL. 

          To disable cookies, set sessionState cookieless="true".

    -->



<sessionState mode="InProc" stateConnectionString="tcpip=127.0.0.1:42424" sqlConnectionString="data source=127.0.0.1;Trusted_Connection=yes" cookieless="false" timeout="20"/>



<!--  GLOBALIZATION

          This section sets the globalization settings of the application. 

    -->



<globalization requestEncoding="utf-8" responseEncoding="utf-8"/>



<xhtmlConformance mode="Legacy"/></system.web>

</configuration>
I encountered numerous errors before finally getting this part to work right, this took weeks of configuring access and permissions both on the server and in code on the client computer. 
The LoginPage code, HTML and graphics aside, only the core working part for the authentication:

<%@ Import Namespace="System.Web.Security " %>

     //Vital

  <%@ Import Namespace="System.Runtime.InteropServices" %> //Vital

<HTML>

<HEAD>

<title>Intertiviti!</title>

<meta content="Microsoft Visual Studio .NET 7.1" name="GENERATOR">

<meta content="C#" name="CODE_LANGUAGE">

<meta content="JavaScript" name="vs_defaultClientScript">

<meta content="http://schemas.microsoft.com/intellisense/ie5" name="vs_targetSchema">

<script language="javascript" src="/MessageBox.js"></script>

<META http-equiv=Content-Type content="text/html; charset=iso-8859-1">

</head>

<script language="C#" runat=server>

  [DllImport("advapi32.dll", CharSet=CharSet.Auto)]

  public static extern int LogonUser(String lpszUserName,

                                     String lpszDomain,

                                     String lpszPassword,

                                     int dwLogonType,

                                     int dwLogonProvider,

                                     ref IntPtr phToken);

  public const int LOGON32_LOGON_INTERACTIVE = 2;

  public const int LOGON32_PROVIDER_DEFAULT = 0;

  void Login_Click(Object sender, EventArgs E)

  {

    IntPtr token = IntPtr.Zero;

    if(LogonUser(UserName.Value,

                 UserDomain.Value,

                 UserPass.Value,

                 LOGON32_LOGON_INTERACTIVE,

                 LOGON32_PROVIDER_DEFAULT,

                 ref token) != 0)

    {

        FormsAuthentication.RedirectFromLoginPage(UserName.Value,

                                          PersistCookie.Checked);

    //    FormsAuthentication.LoginUrl.("default.aspx");

        //inline frame to WebForm1 page                                 

    }

    else

    {

      lblResults.Text = "Invalid Credentials: Please try again";

      //redirect to denial page in inline frame

    }

  }

</script>

The WebForm1.aspx page is the database control page, planted into an inline frame, so the basic principle is: having an aspx page inside of an aspx page, with a code-behind file present for the inner page as a separate .cs file WebForm.aspx.cs, and embedded C# code for the shell page.
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I refactored and restructured my code from last semester in several different ways, guided by different solutions I could find on the web to make it more robust. Originally the authentication code and the database control code were all in one file – Webform1.aspx
Separating them presented a few challenges with binding configuration files to .cs files, and had to be done from scratch.
Overall, however, I had far fewer problems with actual coding this semester compared to the previous one. Most of the programming went smoothly, and the problems I had this semester were more connected with the technical side of Active Directory itself and with the lack of a one single dedicated computer I could work on. Transferring files between computers always lead to losing some critical piece, or even changing versions, no matter how careful I was, things just went unexplainable wrong and produced unexpected behavior. Copying the entire folder and replacing an older version with it, sometimes would make files un-openable in Visual Studio, which could only be fixed by resaving them on the original computer they were made on, and trying to copy again. Also, because I was committing my files to the server over Remote Desktop, permissions always had to be set on the server to allow whatever computer I’m using to access it remotely. The organization and the technical details were what presented more complications. 

Phase 4 of the project is still in the works. We have discovered that current authentication is in fact not secure, as it is not encrypted. The username and password are transferred between the client and the server from the form in clear text, which means that anyone in between can intercept the packet and wouldn’t even have to enterpret the credentials.

However, the fix for this seems to be simple, and can be done by using HTTPS protocol and a different port, which is what we are currently researching with my colleague Oran Weaver.
The current results and status of my project can be observed at http://intertiviti.selfip.net/itp where ITP stands for Intertiviti Trigger Program, however, the server may be often down for updates and development, just like it currently is, because sometimes it resets access permissions when I submit new modifications or produces errors for other reasons. My last update happened on April 18th, and it’s possible that it may not be up and visible yet.
Conclusion

This semester I continued research and programming in the area I started last semester, gradually building onto my existing database interface to expand its functionality and, following as few directions as possible, pioneer a way to integrate SQL Server database web interface and Active Directory to achieve a secure user authentication against the Active Directory from outside the Local Area Network via login name and password specified in the Active Directory domain only, bypassing the SQL Server authentication and giving the valid accounts a custom set of permissions. 

Goals accomplished: 

- Expanding the SQL database interface functionality by including a categorized item search function and creating output procedures based on math logic using queries, trigger and stored procedures.
- Expanding the web front written in HTML and C# languages using ASP.NET 2.0 and integrating database access and control with Active Directory, allowing for user authentication against it independent from the database of logins and permissions specified in SQL Server.
- Hosting the website on the Dell server and configuring to allow access to outside users.

- Programming remote control outside of LAN for the database hosted on the server.
- Research of encryption methods to provide for secure VPN transactions and reliable communication to the server.
Software packages used for further development of the application included:


MS Visual Studio 2005
MS Visual Web Developer 2005
MS Visual Studio C# Extension.
SQL Server 2005 Express
SQL Server Business Intelligence Development Studio
Windows Server Enterprise Edition
The project is now taking shape of a usable application, as far as I can tell from my supervisor’s comments, and I would like to continue working on its improvement and further development, as it needs tweaking and adjustments, and I am familiar with its architecture.






























